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Abstract

Online hacker forums offer a prominent avenue for sharing hacking knowledge.  Using a field dataset culled from
multiple sources, we find that online discussion of distributed denial of service (DDOS) attacks in hackforums.net
decreases the number of DDOS-attack victims.  A 1% increase in discussion decreases DDOS attacks by 0.032% to
0.122%.  This means that two DDOS-attack posts per day could reduce the number of victims by 700 to 2,600 per day. 
We find that discussion topics with similar keywords can variously increase or decrease DDOS attacks, meaning we
cannot ascertain the impact of the discussion just by the post nature.  Mentioning botnets, especially new botnets,
increases the attacks, but the follow-up discussion decreases the attacks.  Our results suggest that online-hacker-forum
discussion may exhibit the dual-use characteristic.  That is, it can be used for both good and bad purposes.  We draw
related managerial implications.
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