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Appendix A

Notation Table

T Finite maintenance horizon time length
g=12,...,G G types of data errors

h=1,2,...H H types of information queries

Arg Poisson arrival rate for type g data error

AQh Poisson arrival rate for type 4 information query

F(%t +1) Amount of type g data errors from epoch ¢ to epoch #+1
Q’(‘t_tﬂ) Amount of type & query from epoch ¢ to epoch #+1

ry Accumulated amount of type g data error

S CDB system state

Bg-n Unit staleness cost of type g data error to type /4 query
ay Action take at the kth decision epoch

1 Check interval length

Cy Fixed synchronization cost

Cy Business disruption cost

S System state space

Sttt The change of system state from time # till time %
d.(S) Decision rule at epoch t given system state S

s Maintenance policy

T[S, S'] Transition probability from state S to state S’

d* Optimal decision rule
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Ok Threshold for System Staleness Cost at decision epoch &

T, State transition probability matrix

Appendix B

Important Derivations

Derivation of Expected Interval Staleness Cost E[C 1)

Denoting the number of type 4 queries arriving during the time interval by n,, which follows a Poisson distribution, and their arrival times
by tn,s tn,—1, ---» t1, respectively, we have

© KI+1 tn t n Ak
E[C(k,k+1)] =3y, Znh=1{ K d(tn,,) fk, h d(tnh—l) fk,Z d(ty) = (AQ,h) " xehant x [221 Z§=1 Enra ki) [fh(AFg)]]}
(B-0)
With a check interval of length 7, the time window between the kth decision epoch and the k+1th epoch is (kI, kI + 1), k=0, 1,2, ....

In time interval (kI, kI + I), we assume that there are n, information queries for type 4 query (h=1, 2..., H). Because the arrivals of queries
follow independent Poisson distribution, the time between two consecutive arrivals t; — t;_; follow i.i.d exponential distribution. Thus, based
on Assumption 1, the probability that type / query occurs ny, times at time tq,ty, ..., ty, € (kI kI +1)is:

P(nh, ti,ta, o, tnh) — (AQ’h)B_Ath*H % (AQ’h)e_Ath*(tz_tl) % % (lQ'h)e_AQ’h*(tnh_tnh_l) % e—lQ,h*(l—tnh) — (AQ,h)nh % e_lQ,h*I

(B-1)
During the interval, the set of new data errors is denoted by Sk k+1)> Stkk+1) = (F(lk,kﬂ), F(Zk'k+1)r s Tgc,kﬂ), e F&,kﬂ))-
The expected interval staleness cost is
Ho o ki+1 tny, t,
Flcwn] = . 2 ) dltn) [ "l ) o [ a0 = Gguym s eian
Aol K 9 kI
Nhp o oo oo
—Ar1(ti—kI) [/1 . AL —Argti 2 _k ATC
e ra(t )] e [Ar6(t; — kD]
* Z Z fn (AT, AT?, ..., ATY) ) - _— (Arclu) }
i=1 ATT=0 AT?=0  AI'G=0 : :
(B-2)

where t; is the time when the i type / query arrives.

Based on Assumption 1, the G types of data errors occur independently, hence the joint probability distribution of (AI'Y, AT'?, ..., AT¢) is the
product of the occurring probabilities of all G types of data error.

Regarding the cost function f;, (AI'Y, AT?, ..., AT%), according to Assumption 2, each data error leads to business losses independently. Then,
fu(ATY,AT2, ..., ATC) = £, (ATY) + f,(AT?) + - + f,,(AT9)
(B-3)

- ! - ! G
Al At e et (Argt)r
(ATt (ArGY)

Let t] = t; — kI, then Ngr_o Xareg - Daroeo fn(ATL, AT, ..., A[G) 2
the independent assumption)

can be decomposed to (under
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- ! 1 - " G
e Mrati(Ar, t)" e et (gt

S fu(ATD) SO g 35 fu(AT0) S e

(B-4)
Each element in Eq. (B-4) is an expected value derived based on the distribution of AT'Y.
The above result can be rewritten as
Enri[fn(AT)] + Epr2 [f(AT?)] + -+ + Eppe[fu (AT9)] = X5_1 Ears (ke [fn (AT9)]
(B-5)
This expected cost function depends on the length of the considered time interval. Specifically, during a time interval (kI, t;),
AF(“‘,’(I‘tifPoisson(Ar,g * (t; — kI))
(B-6)
Based on this result,
Ho O ki+l
E[Caerrn] = Z Z {f d(ts,) f d(tp,-1) - f d(ty) * (Agn)™ * e 2anl « Z Z Epro t,6p [fn (AT] |}
h=1np=1 kI i=1g=
(B-7)

Previous studies have assumed a linear form for the cost function (Dey 2006), so a special case here is to assume a linear form for f;, (AI'Y) =
Bh,g * AT9. Then

E[fn(AT9)] = B g * Arg * (t; — kI)

(B-8)
The linear expression for E [C (k’kﬂ)] thus becomes
L 29 tn, t N G Tt
h - *
E[Coesern] = ). Z ) [ " dtner) - [ )+ (202)" e Y g 2 Dt~ KD}
h=1np=1 K ki =1 i=1
g
(B-9)
Since (Zgzl Bh,g * Ar,g) is not affected by the outside summation on / and ny,, we have
E[Clepesn)] z (Z Br,g * Ar,g) 2 (AQ h) *x e~ tan*!
=1 g=1 np=1
KI+1 tuy, t mh
* f d(tnh)f d(tn,-1) - f d(ty) * Z(t,- — kI)
kI kI kI =
(B-10)
Given that &/ is a constant denoting the starting time of the interval, we can denote t; = t; — kI.
H G I ¢! té Np
Mh
E[Chp+n] = Z Z Brg * Arg) Z (Agn)"™" * e o « fd(t,gh +k1)f d(tn,—1 + KI) ... f d(t] + kI) *Z(ti’)
h=1 g=1 np=1 0 0 0 =1
L) thy, t] t}
Z Brg * Arg) Z (Agp)™ * e Honl f dtnhf dtp, 1 - f dtzf dt; * Z(t )
h=1 g=1 np=1
(B-11)

According to Dey et al. (2006)
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! tn ts Ly = Jmtn
dty | “dtny | dty | des ()= e
J:) fo " fo Zfo ”(.;) m+Dn - 1!

i=

(B-12)
Using the induction above,
I tny, 24 ty Jnhtl
dt, dty, _ f dty | dty = Zt =
fo [ e A N (&) 2(ny, — 1!
(B-13)
H G © - Inh+1
Elcern] = 22| D g+ ng | 3] Gan)™ e ort s s
2(n;, — D!
h=1 \g=1 np=1
(B-14)
Letj =n, — 1,
. H G o
2 q Aol (,1 *1)
A= S T h
E[Caenern)] —2 Zﬁhg*/lrg z (gn)™ = eTere =g =§Z Zﬁg*’lng *AQJJZZ .
h= np=1 h=1 \g=1 j=0
(B-15)
o e l(ag 1) . . . o .
Here, ), joo—,—— is a summation of the probability of a Poisson (Aq s * I) distribution, which equals to 1. Therefore,
H [ G , H [ G
1 , 1
E[Cex+n] =§Z Zﬁh,g *Arg | Aqnl =7Z Zﬁh,g *Arg | Aqn
h=1 \g=1 h=1 \g=1
(B-16)

The above expectation of C x+1) is a special case when the cost function is linear with the data errors.
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Appendix C

Proofs of Selected Lemmas and Propositions

Proof of Lemma 1
To prove that V;(S),) is a non-decreasing function of Sy, we only need to show that given Sg > SZ, V,.(Sp) = Vi (SZ) will hold.

According to Eq. (5): Vi (Sx) = minf{a,Cy + (1 — ap)E[C(Si)] + E[Vier1 Sk} + E[C(k,kﬂ)], the total expected interval staleness costs
Ay

remain the same regardless of adopted maintenance policies. Hence, we consider the following two scenarios:

Scenario 1: If a;(S}) = a,(S?) =1,
Vi(Si) = Vi(SE) = Cy + E[Cirpern)] + 2 P(Stiek+1))Vier1 S+

S(kk+1)ES

(C-D

Scenario 2: Otherwise, assume 7, is the optimal policy when the system is in state S} and 7, is the optimal policy for a system state
SZ. Suppose kY is the first decision epoch with a synchronization for the CDB in state S} under the optimal policy ;. If the system in state
SZ also follows policy 1, which also runs the first synchronization operation at kV. Then from time kY + 1, the expected system costs will
be the same in the two scenarios, i.e. E[V;,}H(Skuﬂ)] = XSy ES p(S(k,kH))VkuH[S(k'kﬂ)]. Therefore,

Vie(S8) = V™ (SH) = E[C(SD] + E[C(Siy )] + -+ E[C(Spu_,)] + Cu + 5es P(Stiok+1)) Vi 41 [Sie )]

(C-2)
o (52) = ELC(sD)] + EIC(S2)] + -+ E[CG2 )4 Cot D p(Sken)Vevaa e
Sk k+1)ES
(C-3)
Since St > 52, we will have E[C(SY)] > E [C (S ,f)] Without any synchronization from decision epoch k to epoch k¥ — 1, the data errors
and queries in the system follow the same traffic pattern. This means S} > SZ will always hold for ¢ € {k, k+1, ..., kU — 1}. Therefore, we
have

E[C(SD] + E[C(Sty D) + -+ E[C(Stu_,)] > E[C(SB)] + E[C(S21)] + -+ + E[C(SEu_,)]
(C-4)

Hence, Vi (SE) = V(SR > V. (S2).

Further, because 7, is the optimal policy to apply given system in state SZ, the following inequality must hold:

Ve (S8) = Vi (SE) = Vi(Sk)
(C-5)
Therefore, we conclude: V;, (St) > Vi (S2).
From the discussions under both Scenarios 1 and 2, we conclude that given S§ > SZ, Vi (S¢) = Vi (S?) will always hold. Therefore, V; (Sy)
is a non-decreasing function with Sj.

Proof of Lemma 2

The optimal decision should always lead to a smaller expected system costs at any decision epoch. When the CDB is synchronized, based on
the optimal system costs function in Eq. (5), we denote the incurred future system cost as
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Jk(Sax =1) = Cy + E[Cpepsn] + Z P(Seser1))Vier1 Stiek+1))

Sk k+1)
(C-6)
In the absence of a synchronization, we denote the incurred future system cost as
Jk(Sioaxe = 0) = E[C(Si)] + E[Cirpern] + Z P(Ste+))Vier1 Ser+1) + Si)
S(kk+1)
(C-7)

According to Lemma 1, Viey1 (S i+1) + Sk) = Vier1(Sgee+1))- Therefore, if E[C(Sy)] > Cy, the incurred future system cost without an
synchronization/y, (S, a; = 0) will be larger than the incurred future system cost after synchronization: Jj, (S, a, = 1). Therefore, it is
always optimal to synchronize the CDB when E[C(S,)] > Cy.

Proof of Proposition 1

In Eq. (11), W(Si) = E[C(S)] + Ts v P(Stek+)) Vier 1 (Sic + Stieser ) = View1(Steo+1))]- According to Definition 1, E[C(S,)] is
increasing with Sy. Also by Lemma 1, Vk+1(5k + S(k,kﬂ)) is a non-decreasing function with Sj. Hence we can conclude that W (Sy,) is
monotonically increasing with Sj,.

According to the Bellman Eq. (10): a, = argmin {a;Cy + (1 — a;)E[C(Si)] + E[Viey1(Sks1)]}, and from Eq. (6) E[Vii1(Sks1)] =
DS tken P(Sckk+1))Vies1[Skks1) + (1 — ax)Sk], we have the optimal action ay, at epoch & as

L E[C(SK] + Es(k,m)P(S(k,k+1))Vk+1[5(k,k+1) +S]=Cy+ ZS(k,kH)p(s(k,k+1))vk+1[S(k,k+1)]

ay =
0, E[C(SI]+ Zsyoprn P(Stije+1))Vier1[Stesery + Skl < Cy + XS teken) P(Steser 1)) Vier1 [Stejer )]
(C-8)

Moving Eg ..., [Vier1(Sck k41 )] to the left-hand-side of the inequality, the condition becomes the comparison between W (Sy,) = E[C(S;)] +
Zs(k,k+1) p(s(k,k+1))[Vk+1(sk + S(k'kﬂ)) - Vk+1(S(k'k+1))] and Cy. The optimal action at decision epoch k is not to synchronize the CDB if
W(Sy) < Cy, and to synchronize the CDB otherwise.

Proof of Lemma 3

According to the control limit policy in Eq. (12) and Proposition 1, as S, increases, W (S;.) increases from smaller than Cy; to larger than Cyy.
When the value of W (Sy,) crosses Cy, the optimal action will change from 0 to 1. Therefore, a;(Sy) is a non-decreasing function of Sj,.

Proof of Lemma 4

Based on the control limit policy (12), at the last decision epoch K, the optimal action is to synchronize whenever W (Sx) = Cy. In addition,
W(Sk) = E[C(SO] + Xz0(Stiere+1) Vi+1(Sk + Stieis1)) — View1 (Sgesern))]-

At the last epoch, Vi1 (-) = 0, so we have W (Sx) = E[C(Sk)]. The optimal action to take should be determined by
_ {1. W(Sk) = E[C(Sk)] = Cy
7 lo, w(sk) =E[C(Sp)] < Cy
(C-9)

Following the decision rule in Eq. (13), we have the threshold {y = Cy. Because the threshold {}, is the boundary for E[C(S))], which makes
W (Sy) larger than Cy; when E[C(Sy)] crosses . Therefore, we have the value of threshold at kth epoch:

e =Cy — Z P(Steser ) View1(Sk + Stiser)) = Viers (Saesn)]
S k+1)

(C-10)
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Based on Lemma 1, Zs(k,k+1) p(S(k,k+1))[Vk+1(51( + S(k'kﬂ)) - Vk+1(5(k'k+1))] should always be positive, therefore,

Qe < Cy = g, fork=1,2, ..., K-1
(C-11)

Proof of Lemma 5

The expected accumulated data errors between two check points is: (Ar11, Arl, ..., ArgI). In expectation, the expected number of new
coming information queries in the next interval is (4,11, Aq 21, ..., Aqul)-

The expected loss to all those expected arriving queries by the accumulated data errors in one check interval equals

E[C(S)] Z A Z By-nhng

(C-12)

If the data errors accumulated in one check interval will lead to an expected data staleness cost in the next coming interval that is larger than
the synchronization cost Cy, in expectation it would be optimal to synchronize the CDB system at every single decision epoch, then there
will be no need to discuss the policy in detail.

Therefore, for the upper bound, we have the constraint E[C(S;)] < Cy, i.e.,
G

H
2 Z Z g—>hlI‘g —CU
h=1

(C-13)

which is equivalent to

H G
I< |Gy ZAQ,h Zﬁgﬁhlr‘,g
h=1 g=1

(C-14)

Hence, we have the interval upper bound I*? = JCU [ZH=12n(Z5=1 Bgonirg)] -
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Appendix D

Comparison between TDS Policy and Hybrid Policy

To demonstrate the superiority of the time-based dynamic synchronization (TDS) policy, we also compare the TDS policy against a hybrid
policy proposed by Dey et al. (2015) with the following characteristics: It involves two thresholds: a fixed time threshold, /*, and a staleness
cost threshold, S*, both optimized to be used in combination. Under this hybrid policy, a system refresh is initiated if either the time threshold
or the staleness cost threshold is triggered, whichever happens earlier.

Since the TDS policy and the hybrid policy (Dey et al. 2015) use different model parameters and adopt different assumptions, to make the
comparison possible, we have to (1) obtain the key model parameters for Dey et al.’s hybrid policy by mapping its model parameters with
ours, and (2) downgrade our policy to fit Dey et al.’s model assumptions. More specifically, the key adaptions made to facilitate a meaningful
comparison are summarized in Table D1 below.

Table D1. Key Adaptations Made to the TDS Policy

Original Assumptions Adapted Settings
Multiple types of data errors Single type of data error
Multiple types of queries Single type of query
Unit staleness cost for each error-query pair One generalized random unit staleness cost
Different costs for synchronizations running in business No disruption cost when planned ahead of time or scheduled
hours and off-business hours during off-business hours

Experimental Results

In our simulated experiments, we implemented the hybrid policy developed by Dey et al. (2015) and the downgraded TDS policy based on
the revised assumptions described above. The key parameter values are set as followings: patching (data error) arriving rate 4 = 3, mean
severity level C, = 2, simulated time window 7' = 5,000 units of time, and system check interval for TDS policy /= 1 (daily). Regarding the
normalized patching setup cost (c;) and normalized business disruption cost (c,) as defined in Dey et al. (2015), we tried multiple values:
¢, cq € {5,10,15, 20, 25, 30, 35, 40}.

In each experiment run, we first select a combination of ¢ and ¢, values, then compute the optimal TDS policy and the optimal hybrid
policy, and subsequently simulate the synchronization operations using the two policies and record their costs.

Table D2 summarizes the percentage of cost saving achieved by the TDS policy compared to the hybrid policy. The results show that the

cost saving is consistently positive under all scenarios, ranging from 3.84% to 10.22%. This clearly shows that the TDS policy is a superior
method when compared with the hybrid method.

Table D2. Performance Comparison: (Cost of Hybrid — cost of TDS)/Cost of Hybrid

ca=5 ca=10 ca=15 ca=20 ca=25 ca=30 ca=35 ca=40
=5 6.84% 6.72% 6.84% 6.87% 6.90% 6.69% 6.84% 6.59%
=10 7.88% 9.24% 10.20% 10.15% 10.15% 10.18% 10.22% 9.89%
cs=15 6.95% 9.89% 9.24% 9.58% 9.56% 9.59% 9.55% 9.55%
¢s=20 5.91% 9.19% 9.45% 9.21% 9.22% 9.23% 9.33% 9.24%
cs=25 4.86% 8.81% 9.33% 9.09% 9.03% 9.36% 9.09% 9.09%
=30 5.03% 8.42% 8.81% 9.25% 8.95% 8.76% 8.93% 8.93%
cs=35 4.57% 7.97% 8.76% 9.12% 9.10% 9.09% 9.10% 9.04%
cs=40 3.84% 7.52% 8.35% 8.96% 8.96% 8.82% 8.64% 8.55%
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To understand how the hybrid policy works, we also record the numbers of times that synchronizations are trigged by the time-based threshold
and total control threshold, as summarized in Table D3. The results are as expected —when the normalized business disruption cost (c;) is
low and dominated by the normalized patching setup cost (c;), the synchronizations are mostly triggered by the total control threshold; when
the normalized business disruption cost (c;) dominates the normalized patching setup cost (cy), synchronizations are mostly triggered by the
time-based threshold. When c; = 20, among all the scenarios, only one synchronization is triggered by the total control-based threshold and
all other synchronizations are initiated by the time-based threshold.

Table D3. Numbers of Synchronizations Triggered by Time-based and Total Control Thresholds

ca=5 ca=10 ca=15 ca=20 ca=25 ca=30 ca=35 ca=40

cs=5

(4336, 282) (4742, 1) (4743,0) | (4742,0) | (4743,0) | (4743,0) | (4743,0) | (4743,0)

¢s=10 (2184,949) | (3340,11) | (3353,0) | (3353,0) | (3353,0) | (3353,0) | (3353,0) | (3353,0)

cs=15 (1233, 1293) (2662, 59) (2737, 1) (2738, 0) (2738, 0) (2738, 0) (2738, 0) (2738, 0)

cs=20 (709, 1483) (2174, 167) (2369, 2) (2371, 0) (2371, 0) (2371, 0) (2371, 0) (2371, 0)

=25 (454,1531) | (1794,285) | (2110,9) | (2121,0) | (2121,0) | (2121,0) | (2121,0) | (2121,0)

s=30 (319,1502) | (1488,398) | (1905,28) | (1936,0) | (1936,0) | (1936,0) | (1936,0) | (1936,0)

cs=35 (232, 1459) (1270,472) | (1748, 37) (1792, 0) (1792, 0) (1792, 0) (1792, 0) (1792, 0)

cs=40 (166, 1429) (1065, 553) | (1591, 72) (1675, 1) (1676, 0) (1676, 0) (1676, 0) (1676, 0)

Why the TDS Policy Outperforms the Hybrid Policy?

To understand why the TDS policy consistently outperforms the hybrid policy, we first examine how the hybrid policy works. The hybrid
policy tries to take advantage of the strengths of both the time-based policy and the total control policy. Which policy plays a more dominant
role largely depends on the relative size of the business disruption cost:

(M

()

When the disruption cost is low in relation to the setup cost, synchronization operations under the hybrid policy will be primarily
triggered by its total control policy component. This result comes with an extra cost — most synchronization operations under the
hybrid policy will incur business disruption cost, while the disruption cost is never incurred under the TDS policy. As validated by our
experimental results, this difference itself can erode any small theoretical advantage that the total control policy may enjoy over the
TDS policy.

When the disruption cost is high compared to the setup cost, synchronizations under the hybrid policy will be primarily triggered by
the time-based policy. As we have shown in the paper, when the time-based policy (with an optimized synchronization interval) is a
standalone policy, it is dominated by the TDS policy. This result is theoretically intuitive because synchronization at every decision
epoch (by setting the synchronization threshold extremely low) is a possible scenario under the TDS policy. When the time-based
policy is a component of the hybrid policy, as shown in Theorem 3 of Dey et al. (2015), its optimal time interval threshold (x;;) increases
from that of the standalone policy (x*). When comparing the time-based policy against the TDS policy, increasing the time interval of
the former generally makes it worse when compared with the later. Although the lower synchronization frequency issue can be
compensated by the inclusion of the total control policy, any synchronization triggered under the total control policy comes at an extra
cost — the business disruption cost. With all factors considered, the TDS policy should outperform the hybrid policy under this
scenario.

In sum, the dynamic nature of the TDS policy (running synchronization only when the benefit is greater than the cost) and the fact that it
can avoid business disruption cost bring too much of an advantage for the hybrid policy to overcome, hence the TDS policy can outperform
the hybrid policy.
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